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1 Introduction

This paper is a report on how we tackled constructing a
digital signature scheme whose multi-user security with
corruption can be tightly reduced to search assumptions.
First, We reveal two new properties of signature schemes
whose security cannot be tightly reduced to standard as-
sumptions. More precisely, we generalize the negative
result of Pan and Wagner [11], which shows that the
reduction loss of the concrete signature scheme, called
the Parallel-OR signature scheme, is lower bounded by
the number of users. From this negative result, we have
precious knowledge about designing a signature scheme
that is tightly secure in multi-user settings with corrup-
tion. Next, we show a concrete construction of signature
schemes based on the first result. Our scheme’s multi-
user security can be reduced to the CDH assumption,
and the reduction loss does not depend on the number
of users, but, unfortunately, the loss linearly depends on
the number of random oracle queries issued by the ad-
versary. S0, it remains open whether we can construct a
signature scheme whose multi-user security with corrup-
tion can be tightly reduced to search assumptions.

2 Preliminaries

Notations. Let A € N be a security parameter. For
natural number N, let [N]:={1,2,..., N}. For an algo-
rithm X and its input «, let X(z) be the set of all output.
For random variables X and Y, SD(X;Y) denotes the
statistical distance between them.
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Computational assumption. Let G be a multiplica-
tive group with prime order p and g € G be its generator.
We say that the computational Diffie-Hellman (CDH)
assumption holds in G if for any ppt adversary, the ad-
vantage defined by the following is negligibly small.

AdviDH()\) =Pr[Z =¢" 12,y <$Zy; Z +— A(g, 9%, ¢")].

Digital signature. A digital signature scheme SIG =
(Setup, Gen, Sig, Ver) is defined as follows.

e Setup(1*), taking the security parameter A as an
input, generates a system parameter par, which de-
scribes spaces of public keys K, secret keys K,
messages M and signatures S. We may omit par
as input in the following algorithms.

e Gen(par) generates a pair of a public key and a
secret key (pk,sk) € K, x K.

e Sig(sk, m), taking a secret key sk and message m €
M, computes a signature o € S.

e Ver(pk,m,o), taking a public key pk, message m,
and a signature o, outputs a bit b € {0,1}.

A signature scheme is said to be correct' if for any
A € N, par € Setup(1?*), (pk,sk) € Gen(par), m € M, and
o € Sig(sk,m), Ver(pk, m, o) always outputs 1.

For a public key pk, we define the following set:

SK (pk) := {sk | (pk,sk) € Gen(par)}.

Multi-user security with adaptive corruption of sig-
nature schemes is defined as follows.

n this paper, we only consider the perfect correctness.



Algorithm 1 N-MU-UF-CMA-CZj¢(\)

Algorithm 3 NIP{-(\) (X € {4,U})

par < Setup(1*)
for i € [N] do (pk;,sk;) < Gen(par)
(i, m*, 0™) <= A58 (par, (pk;)ic(n))
if i* € L;4 then return 0
if Jo: (7*
: return Ver(pk;.,m*, c*)
Oracle Corr(i)

7 Lig = LigU {Z}

8: return sk;
Oracle Sig(i,m)

9: o < Sig(sk;, m)

10: Loy =Ly U{(4,m,0)}
11: return o

,m*, o) € L, then return 0
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Algorithm 2 N-MU-UF-Sg.()\)
par < Setup(1?)
for i € [N] do (pk;,sk;) <— Gen(par)

(J, Sta) < Ai(par, (Pk;)ie(n))
if j ¢ [N] then return 0

(m*,0%) = A2(St 4, (ski)ie[v)\ {5})
return Ver(pkj, m*,o*)

Definition 1 (Multi-user security [11]). For a signa-
ture scheme SIG, consider a game N-MU-UF-CMA-C
shown in Algorithm 1. We say SIG has N-MU-UF-CMA-C
security if for any ppt adversary A, the advantage
Advﬁ:é\féJ—UF—CMA—C()\>
:= Pr[N-MU-UF-CMA-C%|c()\) = 1]
in negligibly small.

As in [11], we introduce the following weaker security
notion, multi-user security with static corruption without
stgning oracle. We note that impossibility results in the
weaker security notion imply that in the stronger notion.

Definition 2 (Static security [11]). For signature scheme

SIG, consider a game N-MU-UF'-S shown in Algorithm 2.

If for any ppt adversary A = (A1, A2) the advantage
Adv 35 (V) = Pr[N-MU-UF-Sg¢(\) = 1]

in negligibly small, we say SIG has N-MU-UF-S security.

Definition 3 (Key-pair Verifiability). If there exists a
ppt algorithm VerK such that the next equation holds for
any A € N, par € Setup(1*), pk € K,, and sk € K, then
SIG is said to be key-pair verifiable.

VerK(par, pk, sk) = 1 <= (pk, sk) € Gen(par)

1: (¢, w) < T(1*)
2: 5« X(¢)
3: return V(c, w, s)

If VerK(par, pk,sk) = 1, sk is a valid secret key of pk.

Hereafter, we assume any signature scheme has key-
pair verifiability, since we can verify the validity of a
given pair (pk,sk) by repeating the procedure of com-
puting a signature of a random message using sk and
verifying it using pk enough number of times.

Non-interactive problems (NIP) and simple re-
ductions. Existing impossibility results [3, 11] are for
simple reductions that reduce the security of signature
schemes to non-interactive problems. Non-interactive prob-
lems (NIP) is a wide class of mathematical problems such
that, given an instance of the problem, the solver needs
to output an answer without accessing any oracles. This
class includes both decision problems such as DDH and
search problems such as DLP and CDH.?

Definition 4 (Non-interactive problem [3, 11]). Non-
interactive problem is formalized as a tuple of algorithms
NIP = (T, U, V).

o T(1*), taking the security parameter \ as an input,
outputs an instance ¢ and its witness w.

e U(c) takes an instance ¢ as input, and outputs a
candidate of solutions s.

o V(c,w,s) takes ¢, w, s as input, and outputs a bit.

Consider the game NIP depicted in Algorithm 3. For
an algorithm A, its advantage is defined as

AdV P ()
.= | Pr[NIP{p(\) = 1] — Pr[NIPR,p(A) = 1]].

If the advantage is negligibly small for any ppt algorithms
A, we say NIP is hard.

Roughly speaking, a simple reduction is a reduction
that has black-box access to the adversary algorithm A
only once and without rewinding. In this paper, we only
deal with simple reductions that reduce the N-MU-UF-S
security of signature schemes to an NIP.

2NIP includes both decision problems and search problems, but
not one-more type problems, since the solver is given an oracle.



Algorithm 4 R*(c)
o (Stwr,par, (pk;)ic(n)) < Ri(c)
(4, St.a) « Al (par, (pk;)ic(n))
o (Stwr, (ski)ien)\gj1) < Ra2(Str, )
(m*,0%) <= AY(Sta, (ski)icn\(5})
return R3(Str,j, m*, o*)
Oracle H(query)
6: (Str, h) — RRo(StR, query)
7: return h

Qo W

Definition 5 (Simple reduction [11]). A simple (NIP,
SIG)-reduction R = (R1,Ra, R3, Rro) is a tuple of al-
gorithms to solve NIP, having a black-box access to A
only once, where A = (A1, A2) is an adversary against
SIG’s N-MU-UF-S security. Without loss of generality,
we assume that only Ry is a probabilistic algorithm, and
Ra, Rz, Rro are deterministic.

e Ri(c) receives an instance ¢ of NIP, and outputs
own state information Stgr, parameters par of the

signature scheme, and a list of public keys (pk;)icn-

o Ry(Str,j) receives an index j € [N] from A ad-
dition to the current state Str, and outputs a new
state Str and a list of secret keys (ski)ic[n]\{;} -

e R3(Str,j,m* o*) receives j € [N], m*, o* from A
as well as the current state. It outputs a solution
s of the instance ¢ of NIP.

e Rro(Str,query) receives query and the current state.

It outputs a new state Str and a hash value h.

Algorithm J shows the interaction between R and A. Let
Vi and Vieqr be random variables representing A’s view
interacting with R and that interacting with the chal-
lenger in N-MU-UF-S game, respectively. For a func-
tion L, we say that R is (N, og, L)-simple if
SD(VRa Vreal) S 6737
AdviRR (A) > LA, N, Adv U3 ()

holds for any ppt adversary A.

3 New Impossibility Result

First, we introduce two new properties of digital signa-
ture schemes SIG.

Definition 6 (Signature statistically close). Let SIG(sk, m)

be a random variable representing the output of Sig(sk, m).
SIG is said to be esig-signature statistically close if for

any m € M, pk € K, and two valid secret keys sk, sk’ €
SK (pk), it holds that

SD(SIG(sk, m); SIG(sk’,m)) < esiq.

Definition 7 (RO statistically close). Let Q(sk,m) be a
random variable representing the random oracle queries
issued in the run of Sig"(sk,m). SIG is said to be ero-
RO statistically close if for any m € M, pk € K, and
two valid secret keys sk, sk’ € SK(pk), it holds that

SD(Q(Ska m)7 Q(Sk/a m)) < €RO-

By using the above properties, we obtain the follow-
ing impossibility result. Due to page limitations, we omit
the full proof.

Theorem 1. Let SIG be a esig-signature statistically close
and ero-RO statistically close signature scheme. For
any (N, dér, L)-simple (NIP,SIG)-reduction R, there ex-
ists an algorithm M that solves NIP such that

AdVJN\llP()‘) > L(\, N, 1) — (20% + esig + €rO) — 1/N,
T(M) < N -T(R) + N(N — 1)T(VerK) + T(Sig),

where T(X) denotes the running time of X.

Proof overview. The proof proceeds similarly to the proof
of the existing impossibility results [6, 11]. We con-
struct a meta-reduction that interacts with a reduction
R by simulating a hypothetical adversary who breaks the
scheme with overwhelming probability. Our proof differs
from the existing ones in arguing the indistinguishabil-
ity of the simulated adversary from the real adversary.
The existing works used the key-randomizability ([6]) or
the property of the specific construction ([11]) to argue
it. Instead, we use signature statistical closeness and RO
statistical closeness for this purpose. O

From Theorem 1, the reduction loss from the multi-
user security to an NIP is lower bounded by the number
of users N, if sz, £R0, Or are negligibly small.”

Discussion. Theorem 1 implies that to achieve tight

security, at least one of the following conditions should
be hold.

(C1) SIG’s security is based on interactive problems,
(C2) SIG is not signature statistically close, (esig 7 negl)
(C3) SIG is not RO statistically close, (ero # negl)

3Theorem 1 can be generalized for r-simple reduction that is
allowed to rewind A r times sequentially. The lower bound is
preserved for generalized reductions.



Table 1: Conditions existing tightly secure schemes sat-
isfy to avoid the impossibility results.

Scheme (C1) (C2) (C3) (C4)
not NIP esig 7 negl ero # negl or # negl
2] v - - -
9 : % - :
[4,5, 1] - - - v
7, 2] - - v v
Ours - - v -

(C4) The adversary’s view given by a reduction R is
statistically distinguishable from that in the real
N-MU-UF-S (6r # negl).

Table 1 summarizes which conditions existing tightly-
secure signature schemes satisfy. Further,

e we do not want to rely on the hardness of interac-
tive problems (unlike [12]),

e Sig(sk,m) and Sig(sk’,m) should be indistinguish-
able. If they are not statistically close, they should
be computationally indistinguishable, meaning that
a decisional assumption is needed (as in [9]), and

e the adversary’s view given by a reduction should
be distinguishable from that in the real game. If
they are not statistically close, they should be com-
putationally indistinguishable, meaning that a de-
cisional assumption is needed (as in [4, 5, 1, 7, 2]).

From the above considerations, we take the approach
that makes @ (sk, m) and @ (sk’, m) distinguishable, shown
in the last row in Table 1.

4 New Construction

We provide our (failed) approach to construct the de-
sired signature scheme. Our idea is the combination
of the CDH-based 5-move identification scheme [10] and
the sequential-OR technique for multi-round interactive
proofs, proposed in [8]. The construction is as follows.

e Setup(1*): Output the description of a multiplica-
tive group G, its order p, its generator g, and the
description of hash functions H : {0,1}* — G and
H :{0,1}* — Z, as par.

e Gen(par): Sample sko,sk; <% Z,, b <5 {0,1} and
compute pk, = g%, pk; = ¢g**. Output sk :=
(skp, b), pk := (pkg, pkq).

o Sig(sk, m): Simulate a transcript of the 5-move ID
protocol for pk;_, with its simulation algorithm
Sim:

(leln hl*ba R/lfba h/lfba Sl*b) — Slm(pkl—b)

Then, compute a real transcript of the 5-move ID
protocol for pk, with its prover algorithm P =
(Py, Py, P3):
Ay = (ap, ap) <G X Zy,
(Rp,7) < Pi(sky) = ¢" (r <$Zyp)
a1—p := h1_p/H(pky_p, Ro, R1, Ap, m)
aj_y = hy_y, — H'(pky_y, Ro, Ru, Ry, Ap, m)
Aiy = (a1-p,a7_4)
hy := H(pk,, Ro, R1, A1_p,m) X ap

R}, < Py(sky, Ry, hy, 7) = (Rpp := b, Ry := h)

hz = H/(pkb, Ro, Rl, Rg, fllfb7 m) + G,;)
Sp < Pg(Skb,Rb, hy, Rg, ;)77") = sky, - h;) + .

Output g = (Ro,Ré,Rl,Rll,Ao,Al,So,81).

e Ver(pk,m,o = (Ry, R, R1, R}, Ao, A1, S0, $1)): Parse
Ao = (ag,ap), A1 = (a1,a}). For each b € {0,1},
compute

hb = H(pkvaOaRlaAl—by m) X Qp,
;) = /(pkbaR07RlaR;ﬁA1—b7m) +a;)7
Up — V(pkb7 Rba R;), hb7 h;w Sb)
= [Ry = g*'pk; "™ A Ry = B3 Rpy ™).
If vg = v1 = 1, output 1; otherwise, output 0.

The correctness of the scheme follows from the correct-
ness of the identification scheme and the OR-proof tech-
nique. We now show its security.

Theorem 2. Under the CDH assumption, the above
scheme has N-MU-UF-CMA-C security with the reduc-
tion loss of O(qu) in the random oracle model, where qy
is the number of H queries made by A.

Proof. Let (i*,0* = (RS, R'5, R}, R'7, A}, A%, 85, 8%), m*)
be A’s final output, and let b* = b;«,

Hy = H(pki*,baRév 1A, m"),

Hl; = H/(pki*,b’RSa Tlezv T—b) m*)
for b € {0,1}. Consider the following games, and let
¢; := Pr[Game i outputs 1].
Game 0: Tt is the same as N-MU-UF-CMA-CZjc(\).

N-MU-UF-CMA-C
€0 = Adv 3G (A)-



Game 1: After A outputs the final output, 0 is output if
Hy« was queried before Hy_p+. Since A has no informa-
tion about b*, we have ¢; = €;/2.

Game 2: After A outputs the final output, 0 is output
if H|. was queried before Hp-. By using the power of
random oracles, we can show that ¢* is rejected with
probability 1 —1/p if H;. was queried before Hy-. Thus,

lea —er| =1/p.

We next upper bound e3. To do so, we construct a
reduction R from Game 2 to the CDH problem.

Let X = ¢g*,Y = g¢¥ be an instance of the CDH
problem. For each i € [N], R chooses b; «s {0,1},
generates (pk; 1_y,,5ki 1-p,) normally, and sets pk; ;. =
Xg® (i <$ Zp), pk; := (pk; o, pk; 1). Then, R runs A
on input {pk; };e[n] and answers oracle queries as follows:

e H'(pk, Ry, Ry, R, A,m) query: R returns randomly
chosen h' <$ Z,. Note that if the same input has
been queried, the consistent value is returned.

e H(pk, Ro, R1,a,a’,m) query: if pk = pk; ., R re-
turns H < G and adds (pk; ;,, Ro, R1,a,a’,m) to
Ly. Tf pk = pk; ; _;, and there exists (pk, ;,, Ro, R1,
ai—p;,ay_y,,m) € Ly for some (a;_p,,a}_, ) (if there
are multiple aj_p,, choose one randomly), then R
chooses y; s Z, and returns Y g% /a;_,. Add
(Pk; 1-p,s Ro, R1,a,a’,m,y;) to Ly. Otherwise, re-
turns H «s G.

e Corr(i) query: R returns sk; 1_p,.

e Sig(i,m) query: R generates a signature by using
ski,1—p,, and returns the signature.

Finally, A outputs (i*, m*,c*). If Hy« was queried before
Hi_y-, Hj. was queried before Hy-«, or Ver(pk;.,m*, %) =
0, R outputs randomly chosen element Z < G.

Now we can assume that Hq_p«, Hp«, Hé* were queried
in this order, and Ver(pk;.,m*,;0*) = 1. In this case,
(Pki= 1y, Ry, RY, ape, a'y,m*) € Ly.

Suppose that there is only one entry (pk;s -, R§, BT,

a,a’,m*) in L. In this case, Hy- = Y g% /aj. holds and
there exists (pk;. 4, R§, R}, a5 _ye,a’] e, m*,y;) in Ly.
Thus, R outputs

Z := R,/ XYY T gPir Vi,
Now define g as
hye == Hy- X aj. =Y g¥% = g¥.

From the property of the random oracle, we can show
that o* is rejected with probability 1 — 1/p if

Ry. = pkl. ;. (1)

does not hold.
If Equation (1) holds, the R’s output satisfies

g W)

Tix \Y
g (Xg™)

= = = g%,
XY Yaci*ga:i*yj XYiYzix gri*Yi g

Therefore,

AdviPH () = Pr[Eq. (1) holds]
> Pr[Eq. (1) holds A o™ is accepted in Game 2]
> Pr[o” is accepted in Game 2] — 1/p,

coea SAVEH N +1/p.

Consequently, we have
Adv I HEVFMAC(N) < 2(AdvRM () + 2/p).

If there are qpy entries in Ly: In this case, we have to
estimate the success probability as

1
AdvPH () = - Pr[Eq. (1) holds].

Thus we have

Adviisic M) < 2(amAdvRT (M) +2/p).

5 Conclusion

In this work, we tried to construct a signature scheme
whose multi-user security with corruption can be tightly
reduced to search assumptions. We first revealed the
new conditions that the highest secure signature schemes
must satisfy. This result suggests that constructions
based on the OR-proof are promising. Second, by com-
bining the 5-move CDH-based identification scheme [10]
and the OR-Proof technique for multi-round interactive
protocols [8], we constructed a new signature scheme. As
a result, we made the reduction loss from its multi-user
security with corruption to the CDH assumption inde-
pendent of the number of users. However, this approach
failed as its loss depended on the number of queries to
the RO. The existence of the highest secure signature
schemes remains still open.
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